Notice of California Consumer Data Collection and Sharing Practices
The following is a description of our data collection practices, including the personal information we
collect, the sources of that information, the purposes for which we collect information, and whether we
disclose that information to external parties. We may use any and all of the information for any of the
purposes described in this Privacy Policy, unless limitations are listed. The categories we use to describe
the information are those enumerated in the CCPA.
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Personal Identifiers:
o We collect your name, phone number, email address, contact address, and
customer ID when you create an account, contact us, or complete a
transaction.
o You provide us with payment information, which may be your credit card
number or a bank account, when you complete a transaction.
o We do not collect your Social Security number, Driver’s License number,
or Passport number.
o We do not collect any medical information or health information about you.
o We collect your IP address automatically when you use our Services.
o We collect your Device ID automatically when you use our Services.
Protected Classifications: We collect your age in order to comply with laws that
restrict collection and disclosure of personal information belonging to minors. We
do not collect your gender, racial or ethnic origin, or sexual orientation.
Commercial Information: When you engage in transactions with us, we create
records of goods or services purchased or considered, as well as purchasing or
consuming histories or tendencies.
Biometric Information: We do not collect information about your physiological,
biological, or behavioral characteristics.
Internet or Other Electronic Network Activity Information: We collect
information about your browsing history, search history, and information regarding
your interaction with websites, applications, or advertisements automatically when
you utilize our Services.
Geolocation Data: As described above, we collect your IP address automatically
when you use our Services. We may be able to determine your general location
based on the IP address. We do not collect your precise location (e.g., your GPS
coordinates).
Audio, electronic, visual, thermal, olfactory, or similar information: If you
contact us via phone, we may record the call. We will notify you if a call is being
recorded at the beginning of the call. We do not collect your image or any thermal,
olfactory, or similar information.
Professional or employment-related information: We do not collect information
about your current employer or your employment history.
Education information: We do not collect any information about the institutions
you have attended or the level of education you have attained.
Inferences drawn to create a profile about a consumer reflecting the
consumer’s preferences or characteristics: We may analyze your actual or likely

preferences through a series of computer processes. On some occasions, we may
add our observations to your internal profile.
We may share any of the above-listed information with Service Providers, which are
external parties that we engage for business purposes and are restricted from using Personal
Information for any purpose that is not related to our engagement. The categories of Service
Providers with whom we share information and the services they provide are described in
our Privacy Policy.
On certain occasions, we also sell information to third parties. An external party may be
considered a third party either because the purpose of sharing is not an enumerated business
purpose under California law, or because our contract does not restrict them from using
Personal Information for other purposes. To “sell” information means to disclose it to an
external party for monetary or other benefit. We sell the following information:
•

Personal Identifiers:
o We provide your contact information to directory services providers and
public safety authorities.
o We provide your IP address and Device ID to our business partners.

We may also disclose information to other external parties who are not listed here when
required by law or to protect our Company or other persons, as described in our Privacy
Policy.

